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Browser Settings for Save Web Surfing

There are steps you can easily take to make sure your web browsing doesn't expose you to
too many malicious activities. By modifying some simple settings in your web browser, you
can limit what web servers attempt to do with your computer.

The Firefox web browser is targeted much less often than Microsoft's Internet Explorer for
security vulnerabilities. For this reason alone it's a good idea to use Firefox as your main
browser, but Firefox and Internet Explorer still need to be properly configured to protect you

from harmful web sites.

In Firefox, open the Options menu
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- | This will block websites from
Warn me when sites try to install add-ons automatically installing software into

your browser, and will also check the
sites you visit against a list of known
malicious sites.

Under the Content tab in the Options window, take a look at the top check boxes. Pop-up

windows are often annoying, but are also

used by malicious websites to serve up bad content

or entice you to surf somewhere that may be unsafe.

JavaScript is a scripting language that
enables some interactivity on websites,
but can also be used to modify your
browsers behavior and appearance.
Although you may not want to completely
disable JavaScript, examine the
Exceptions menu and clear the check
boxes for the activities you don't want
JavaScript to perform on your PC.
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Finally, under the Privacy options tab, consider clearing your cookies every time you close
Firefox. This will result in having to log back into web-based email or other account-driven
sites every time you visit them, but will help protect your privacy by removing cookies that

track your browsing history and
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Additionally, Firefox offers a number of browser plug-ins that help protect you from unwanted
content and malicious activity. Use the Tools -> Add-Ons menu to explore what add-ons are

available for use. & Add-ons (=)<

The Neftcraft toolbar is an excellent add- ﬁ @D
on to help you identify if a malicious SRR Thene:
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you to a malicious site. The No Script
add-on allows you to define which sites
are allowed to run scripts in your web browser, and Safe Cache keeps your temporary
Internet files segmented so websites can't determine your browsing history by looking through
your cached files.

I Opti 2 B3

miernet ptions x| you prefer to use Internet Explorer, make sure
General | Security |Pri\-'acy Content | Connections | Programs | Advanced youlve upgraded to the newest VeI’SIOn that
Microsoft offers, and have applied all patches

Select a zone ko view or change security settings.

. V ® available from the Microsoft Update website.
Lol et Trustod stes  Fosheted Internet Explorer offers similar security and privacy
sies measures in the Internet Options window, found
Internet = d th T | d d
0 This zone is for Inkernet websites, i unaer € 100I1s rop' own menu.
hiose listed i d and —
re;(sct?::ciédozs:n:st,e il Security Settings - Internet Zone
Security level for this zone Settings
Allowed levels For this zone: Medium to High |#| ActiveX controls and plug-ins b]
- Medium-high || Allow previously unused Activer controls ko run without pror
3 i - Appropriate For most websites @ Disable
L|_l_ - Prompts before downloading potentially unsaf O Enable El
contenk I Serintet
- Unsigned Active controls will not be downloag |#] Allew Scriptlets
(%) Disable
() Enable
) Prompt
Defaul |#| Automatic prompting For Ackive controls

O

[ Reset all zones ko defauy

] Biné}.ﬁ; and scripk behaviors
() Administrator approved
[ Ok l [ Cancel ] () Disable

(®) Enable U

| Mierdzo vides smd sriraskine am s ekesas Fhek dess ek oes

[( I 1111
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The slider for the Internet Zone under the security tab and the slider on the Privacy tab should
be set to no lower than a medium level. This will help protect you on the Internet while using
Internet Explorer.

If you click the Custom Level button below the security slider, you'll be presented with a large
amount of additional security settings. One set of setting to pay attention to are the ActiveX
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controls. A number of security vulnerabilities are associated with these types of interactive
controls. Changing the security slider will automatically change these settings, so ensure
they're set property to disallow all but necessary activity. You can also find options here to
control the behavior of JavaScript, as we did earlier in the Firefox browser.

More important security and privacy settings are found under the Advanced tab. Scroll to the
[Bx bottom of the list and you'll find a number of settings
you may want to modify.

Internet Options

| General | Securicy | Privacy | Cantent | Cannections | Programs | Advanced I

sattings You can direct IE to empty your temporary Internet
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Internet security, and Linux and Mac-based security, contact VeriSpect Security
Services and Consulting — we're experts on securing your data and can create a
custom security plan to fit your needs and your budget. More information at
www.VeriSpect.net or through email at info @ verispect.net.
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